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Abstract: We review some of our recent work on authentication and search for lessons on why
problems here have proved so persistent. First, considering a user who has, not one but dozens
of accounts to maintain, we find that the common advice (choose random passwords and one
per account) is not merely difficult but impossible in the absence of memory aids. We show
that weak passwords and password re-use, far from being shameful manifestations of user
failings, are essential tools in allocating effort as portfolio size grows. Second, we examine the
gap between the effort needed to withstand online and offline attacks, and find it to be
enormous: probable safety occurring when a password resists 1076 and 10714 guesses
respectively. This implies that many common practices guarantee large-scale waste of user
effort. These include exceeding the online while falling short of the offline threshold, and
encouraging users to resist offline guessing at sites where passwords are stored plaintext or
reversibly encrypted.

Finally, we seek lessons. How do we end up insisting on the necessity of things that prove
impossible? Why do we keep getting things wrong? What will it take to move things forward?
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